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Lambeth Libraries & Archives Acceptable Use of Wi-Fi
1.
Introduction

Lambeth Libraries & Archives is committed to support the educational, recreational and cultural needs of the community through the provision of information technology resources.  Provision of Wi-Fi is one such resource that enables users of the library to access a wide variety of information.  Lambeth Libraries & Archives allow legitimate access to this service by any member of the public, but recognises that such a resource may be open to misuse and abuse. The following policy has been produced in order to safeguard the interests of the library service and the community IT serves.

2.
Conditions of access

Access to Wi-Fi in Lambeth Libraries & Archives is available to library customers with a Wi-Fi enabled device.  Printing is not available via the Wi-Fi service.
3.
Use of computers and your responsibility

The Library endeavours to balance the rights of users to access the Wi-Fi service with the rights of others who share the library space. We ask you to remain sensitive to the fact that you are working in a public environment.  All customers are expected to respect the privacy of others.  Any behaviour or actions that contravene the above may result in penalties being enforced against your Wi-Fi account and access to the service.

Whilst the Internet contains a wealth of valuable and interesting information, some of this information may be inaccurate, out of date, offensive and/or illegal.  Lambeth Libraries & Archives accept no responsibility for the quality, accuracy or availability of information accessed through the Internet.  As a user, therefore, it is your personal responsibility to ensure the accuracy of information you discover. 

3.1
Security 
It is your responsibility to provide protection for your equipment and its content.  At the very least, you should ensure you have installed up to date anti-virus software and protection against malicious programs.  Lambeth Libraries & Archives will not accept responsibility for damage incurred to your equipment where you have failed to protect it by using appropriate software and/or security settings.
3.2
Filtering

All Internet content is passed through a centralised web filtering system.  This is to safeguard against offensive and or illegal material being viewed in the library.  However, in light of the dynamic nature of the World Wide Web, where new sites are published every day, we make no guarantee our filtering system will be 100% effective.  The system may, on occasion, allow unacceptable material through or conversely eliminate material that is perfectly acceptable.  The library service is willing to consider adjusting the filtering for any such material after careful checking. The library service reserves the right to refuse requests for unblocking or blocking a web site.

3.3
Personal Security

It is your responsibility to safeguard your personal information.  Users should be aware that certain risks are attached to using an open Wi-Fi connection, especially when participating in some online activities:

· Users should be aware that as they are working in a public area, on an unsecured and unencrypted wireless connection, Lambeth Libraries & Archives cannot guarantee confidentiality when using the Wi-Fi service. 

· If you use the service to carry out financial transactions online, you do so at your own risk.  Lambeth Libraries & Archives cannot be held responsible for any losses resulting from sending financial information via the Internet.

· Users of web-based services should know that their privacy is not guaranteed and that submission of personal or private details may lead to the receiving of unwanted mail or unwanted attention. 
· Please be aware that the Library cannot be held responsible for the privacy practices of other sites. We strongly recommend you read the privacy statement of each website you visit before you disclose any personal information.

3.4
Parental responsibility and child use of the public computers

Parents or legal guardians are responsible for their children’s use of the Wi-Fi service in the library.  
3.5
 Chat Rooms and Social Networking sites
The use of Internet chat rooms and Social Networking sites is not prohibited. However some chat rooms may present particular dangers to children and children using the Internet are strongly advised to be aware of the following guidelines when using chat rooms:

· People on the Internet may not be who they say they are.

· Don’t give out contact information, like your phone number & address.

· Be careful what you say about your friends and their personal information and don’t pass anything on to people they don’t know.

· If you’re posting a profile, don’t include any information which could help to identify you offline – again which means your personal email address, mobile phone number, home or school address & also pictures of yourself.

· You should never meet up with someone you chatted to online – even if you think the person is OK.  Paedophiles online are seriously clever & will often spend months gaining your trust before asking to meet you.

3.6
 Prohibited Uses

The Library is a public environment.  Therefore, any actions or behaviours as listed, but not limited to, those shown below may result in the suspension of services, and in extreme cases, the involvement of emergency services and legal action being taken.   Prohibited uses include:

· Obtaining, displaying or distributing material, which is deemed to be illegal, or which could be considered obscene, offensive, or abusive.

· Unauthorised access or attempts to access other computers or networks belonging to the Library or external parties.
· Alteration or attempts to alter computer equipment, software configurations, or files belonging to the Library, the council, other users, or external parties.  

· Damage or attempts to damage computer equipment, software configurations, or files belonging to the Library, the council, other users, or external parties 

· Connecting personal computer equipment to the library and council network
· Behaviour that disrupts other users. 

· Behaviour constituted as harassment of other users of the library or the Internet.

· Distributing unsolicited advertising.

· Propagation of malicious software or computer viruses.

· Violating copyright or software licence agreements.

· Any behaviour deemed to be inappropriate towards or disrespectful of the library staff.

Breach of the above conditions may render you liable to penalties as listed in section 3.7: ‘Penalties for misuse’ and could result in suspension of access to services.

3.7
Penalties for misuse
Lambeth Libraries & Archives reserve the right to refuse further Wi-Fi access to any individuals accessing or distributing materials which are deemed to be illegal or which could be considered obscene, offensive, or abusive. 

You will be asked to stop using the service if you are disturbing or found to be harassing other users.

Library staff reserve the right to apply penalties where the service is being used improperly and/or your behaviour is disruptive.
As well as the loss of internet privileges, other options may be applied, including criminal prosecution.

In the case of children or young people aged under 16 who violate this Acceptable Use Policy, the parent or guardian will be notified. This is in addition to the penalties noted above.

4.
Disclaimer

Use of the Wi-Fi service is entirely at your own risk, and Lambeth Libraries & Archives assume no responsibility or liability for:

· The safety of equipment, software configurations, security, data or any loss, damage or injury, direct or indirect, resulting from connection to the Wi-Fi service.
· Any information lost, damaged or unavailable due to technical or any other difficulties

· Any loss of data, or any documents lost, damaged or unavailable due to technical or any other difficulties

· Any damage or loss of life resulting from malicious behaviour in the library.

· Any damage or loss of life resulting from misuse of technology in the library.

· Any action or behaviour as executed through email or chat rooms or other sites.

· Any disclosure of personal and/or private information including credit and debit cards, any other financial or non-financial account information.

· Any emotional, psychological, physiological or spiritual distress prior to or following the usage of the Wi-Fi service.

· Any fraudulent behaviour resulting from usage of the Wi-Fi or library services.

Lambeth Libraries & Archives cannot guarantee 100% availability of the Wi-Fi service.

The speed of the Wi-Fi service is dependent on the material being viewed and the number of users accessing material at any one time.  Lambeth Libraries & Archives cannot guarantee high-speed connections will always be available.

Some online activities such as game playing and streaming media can seriously impact on the ability of the network to deliver services to other users.  Lambeth Libraries & Archives reserve the right to restrict access to such services. 
5.
Support

Library staff cannot provide technical assistance to customers using the Wi-Fi service.  Staff cannot configure your laptop, wireless adapter or mobile device.
A helpline for Wi-Fi users is available on 0844 848 8555.
6.
Charges

The use of Wi-Fi in Lambeth Libraries & Archives is free of charge. 

7.
Review

This policy will be reviewed and updated regularly to ensure that it remains timely and relevant.  If you have any comments and feedback regarding this policy, please present them, in writing, to our friendly and helpful library staff.  No guarantee is given that comments put forward will be submitted in future revisions of this document.
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